Cyber Security:
Equipping HR & payroll professionals
for data security

cintra




Cyber Security

In the News

MOVEIit hack: BBC, BA and Boots
among cyber attack victims

Cyber-attacks have tripled in past year,
says Ukraine’s cybersecurity agency

UK security minister Tom Tugendhat warns of ‘persistent threat’ of
Russian attacks on country’s infrastructure

SD Worx shuts down UK payroll, HR services after cyberattack

By Lawrence Abrams April 10, 2023 11:32 AM
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Attack Stages
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User Interaction Access Propagation Encryption and Extraction Ransom
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How can you protect yourselves
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Zero Trust Training Working with experts



Spot the fake




Project assigned to you G e &

Salesforce <no-reply@technology-serv.com=> Thursday, 29 June 2023 at 13:44

S

To: @ stephen.pearson@cintra.co.uk

00162-Project_Confidential-Content_038 has been assigned to you. Please click on the link below to view the record.

https://eurD1.safelinks.protection/url/https%3A%2 F%2FCompany.my.sforce.com/Buihiuhd%w-udhwd8y39eu-394 3or¥%hwih-fd %iwq-hfk%waqfqw|fik-qwfoq8fqkitjwehd-jwldjgwoej2%ei29-3724 2%%-fqnwiikqw% % bfkgfnkgmwflk03-449%%32857
y57645%48-000gfefwdk-jwldjgwoej2%ei29-37242%%-reserved=0

salesforce




Save money this Easter

T

To:

Tesco <no-reply@shopping-offers.biz>

© stephen.pearson@cintra.co.uk

TESCO

Hello Stephen,

Save money this Easter with our amazing discounts.

Click the button bellow to get your discount code.
Hurry! Offer ends 2023-06-30.

Get Discount

Thursday, 29 June 2023 at 13:45




Scary good deals!

W

To:

Wayfair <no-reply@shopping-offers.biz>

© stephen.pearson@cintra.co.uk

WAYFAIR HALLOWEEN
75% OFF!

Scary good deals and spooktacular offers!

Halloween Decorations

Thousands of Halloween decorations on

offer to set the creepy and ghou scary good deals!
you are searching for, without spending

a fortune.

DECORATIONS

Halloween Costumes

Check out our massive reductions on
the best Halloween costume ideas for this
year's festivities.

Thursday, 29 June 2023 at 13:4




SharePoint Security Precaution

SharePoint <no-reply@technology-serv.com> Thursday, 29 June 2023 at 13:34

S

To: @ stephen.pearson@cintra.co.uk

SharePoint Security Precaution

You recently updated your account details on a new device:

Account: stephen.pearsor
When: Yesterday, 23:49
Device: Unable to identify

Browser: Unable to identify

Sign in and confirm your updated account details.

Have you got Multi-Factor Authentication sign in enabled?
If not, we recommend setting it up today.




Signature Required

DocuSign <no-reply@billing-amazon.net> Thursday, 29 June 2023 at 13:00

D

To: @ stephen.pearson@cintra.co.uk

DocuSign

You have received a document to review and sign today!

REVIEW DOCUMENT




Resources

€ Action Fraud - this website can be used to report incidents with your personal accounts (e.g., social media or phishing emails) -
https://www.actionfraud.police.uk/quide-to-reporting

© Northeast Regional Cyber Crime Unit - this is a one-stop shop for information about how the police can help you with cyber
security incidents - www.nerccu.police.uk

€ National Cyber Security Centre (NCSC) - a place where all cyber updates are communicated, and up-to-date information can be
found on the latest cyber security attacks - https://www.ncsc.gov.uk/



https://www.actionfraud.police.uk/guide-to-reporting
http://www.nerccu.police.uk/
https://www.ncsc.gov.uk/

Thank you. Questions?

Cintra cintra.co.uk | info@cintra.co.uk
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